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Consumer-directed technologies to improve 
medication management and safety
Andre Q Andrade, Elizabeth E Roughead

Medication-related problems are a significant and often 
undetected health care issue outside of formal medica-
tion review services. These problems can delay or pre-

vent clinical improvements and may result in preventable harm. 
Electronic medication management systems within hospitals 
are largely assumed to reduce such harm; however, as described 
by Westbrook and Baysari elsewhere in this Supplement,1 the 
evidence for this is limited. Digital technologies for consumers 
extend the scope of care beyond health organisations and may 
offer an additional avenue for reducing medication-related prob-
lems. While there are several non-digital strategies that help 
people take their medicines correctly (eg, dose administration 
aids, home medicines reviews and pharmacy services), digital 
technologies such as medication management apps and wear-
able sensor devices can potentially also support medication 
management by consumers. However, despite this potential, and 
the launch of smartphones more than a decade ago, consumer-
directed digital health tools are seldom used in clinical practice.

Medication management: there are (too many) apps for that

One of the barriers to adoption of digital technologies for medi-
cation management is navigating the overcrowded market. A 
review conducted in 2017 identified more than 800 medication 
management apps designed to support medication adherence, 
available from the Windows, iTunes, Google Play and Blackberry 
app stores.2

Current medication management apps utilise different strategies 
to improve medication use, and can be roughly segregated into 
three categories: education techniques, reminder and manage-
ment techniques, and behavioural techniques.3 Education tech-
niques include interactive content, such as structured texts and 
videos. Reminder and management techniques include options 
such as alarms, push notifications and short message service 
(SMS) alerts. Behavioural techniques include personal tracking, 
where users monitor their own use; external tracking, where 
data are shared with a health professional, family member or 
friend to create social accountability and promote the desired 
behaviour; and gamification, where rewards such as badges or 
points, are provided for high level adherence.

A review of 420 free medication adherence apps conducted in 
2018 found the majority (59.5%) employed one mechanism to pro-
mote medication adherence, 35.5% used two mechanisms, while 
only 5.2% used all three mechanisms.3 Use of reminders was the 
most popular feature, with 92.1% of all medication adherence 
apps having some kind of reminder functionality.3 With regard 
to behavioural techniques, the authors found that personal track-
ing was the technique most commonly included, with external 

tracking and gamification relatively uncommon (5.2% and 1.2%, 
respectively).3 It is unclear whether these findings are applicable 
to paid apps, as they were excluded from this analysis.

Studies suggest that app quality varies greatly. The above evalu-
ation of over 800 free and paid apps resulted in a median quality 
score (based on their descriptions only) of 14 out of 68 (range, 
0–60) for the 645 apps eligible for evaluation.2 While all apps 
claimed to support adherence, user testing of 144 of the high-
est ranking apps found 9% were unable to send reliable med-
ication reminders and fewer than half (40%) were able to send 
reminders for three complex medication schedules (eg, weekly 
dosing or alternate day dosing). About half provided the ability 
to postpone reminders, only 61% tracked missed doses or doses 
taken, and just under half (47%) provided alerts for when to refill 
a prescription.2

Situations where medication adherence is particularly important 
and problematic — such as clinical trials, cancer chemotherapy, 
treatment of some mental illnesses and long term antibiotic use 
for tuberculosis — may require additional auditing mechanisms 
or alternative digital strategies. Devices that provide direct or 
indirect information about pill taking, including automated 
pillboxes and smart pills that send signals when in contact with 
gastric acid, are being studied as means of ensuring medication 
intake.4 Directly observed therapy, a strategy to improve adher-
ence by having someone observe the patient taking the medicine, 
can now be automated using a camera-based smartphone app.5

Beyond apps: monitoring adverse effects

Adverse drug reactions are a major source of medication-related 
harm. Recognising and responding to adverse medicine reac-
tions in practice is often challenging, because many adverse ef-
fects of medicines are difficult to recognise. Such adverse effects 
include cognitive impairment and functional impairment; the 
latter may be due to sedation, muscle weakness or neuropathy, 
all of which reduce physical activity. Additional symptoms that 
can be medicine-induced and hard to detect include loss of appe-
tite, changes in urinary function and changes in respiration. In 
older people, these types of adverse effects may be misattributed 
as geriatric syndromes, frailty or “changes due to ageing”. The 
advent of wearable technologies has the potential to improve our 
ability to monitor the effects of medicines and facilitate early de-
tection of adverse events (Box).6–19

Wearables are devices for continuously monitoring patients. 
The most popular are wrist-worn accelerometers (sensors that 
detect movement), used for measuring aspects of fitness such 
as heart rate and counting steps, and health-grade versions of 
such devices are in development. Monitoring patient movement 
patterns via use of accelerometers20 has the potential to detect 
the impact of medicines on sleep, daytime sedentary behaviour 
and daytime drowsiness, of which the latter can be a precursor 
to falls and motor vehicle or machinery accidents. Vital signs, 
including heart rate and respiratory rate, both of which can be 
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affected by medicines, could also be monitored by digital tech-
nologies.21 Underwear that can detect incontinence events is 
being trialled, which may help identify medicines associated 
with incontinence.22 Wearables with voice recording are a po-
tential mechanism for detecting medicine-induced changes in 
cognition, with current research showing that machine learn-
ing can be used to process speech transcripts and recordings 
to identify changes in cognitive function.23 The application of 
digital technologies to adverse event prevention is currently 
limited. While there are studies demonstrating the value of 
wearable technologies for predicting falls in certain popula-
tions, such as people with dementia24 and diabetes,25 they are 
not yet being studied as methods for detecting and managing 
medicine-induced adverse events in broader patient groups.

The evidence and barriers to adoption

While there is potential for medication management apps to 
help consumers adhere to their medication regimens, wide-
spread adoption cannot yet be recommended. Current research 

provides limited evidence for their effectiveness. A 2018 re-
view of smart technology to improve medication adherence in 
patients with cardiovascular disease found 47 studies evaluat-
ing phone calls and ten evaluating SMS, but only five eval-
uating web-based tools and three evaluating apps.26 A 2015 
systematic review evaluating the impact of mobile digital in-
terventions on medication adherence included 27 randomised 
controlled trials. Of these, 15 showed statistically significant 
effects of digital interventions, two found mixed results and 
ten showed no differences.27 Another meta-analysis of ran-
domised clinical trials which assessed the effect of mobile 
telephone text messaging on medication adherence in chronic 
disease found a small to moderate effect size (Cohen d, 0.41; 
95% CI, 0.23-0.59).28 However, due to heterogeneous study 
methods and insufficient reporting, effect sizes are hard to 
precisely determine and tend to be smaller when more rigor-
ous study designs are used.29

A research base that develops deeper, more comprehensive 
knowledge is required to encourage and guide practical ap-
plications of apps and wearables for medication management. 

Non-exhaustive list of wearable sensors and clinical alterations they can detect, according to currently published scientific 
literature5–18

ECG = electrocardiogram. EEG = electroencephalogram. ◆
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Research to develop and assess medication management apps 
needs to be positioned within health services research that pro-
vides a basis for rigorous, mixed methods research to under-
stand the process of user engagement with and use of apps,30 
rather than clinical research that limits studies to randomised 
controlled designs that only assess effectiveness. Researchers 
in this field need to explore aspects of app design that affect 
adoption, such as cost, presence of advertisements, simplicity 
of language and required operating systems. They also need 
to consider aspects that affect ongoing use (adherence), such as 
types of reminders provided and tracking capacity. Other factors 
that may affect ongoing use, which should be studied, include 
the capacity to order repeat prescriptions, and the relevance of 
medicines information that is provided.

Lack of scientific evidence is not the only barrier to adoption. 
New technology must provide clear value if it is to be prescribed 
and used in clinical settings. This may be achieved by solving a 
particular problem for patients (eg, by providing reminders) or 
by improving data quality. One of the advantages of consumer-
directed apps with external tracking capacity where data can be 
shared with clinicians is that they foster social accountability. In 
the future, integration with existing health records (including 
personal health records such as My Health Record) could sim-
plify data curation tasks and improve reliability.

Finally, as with many digital technologies, there may be con-
cerns about safety and privacy of patient information. Currently, 

medication management apps are not considered medical de-
vices in Australia and are not regulated by the Therapeutic 
Goods Administration. In the United States, the Food and Drug 
Administration (FDA) has taken a risk-based approach, and 
placed most medication adherence apps in an intermediate cat-
egory which “may meet the definition of medical device but for 
which the FDA will exercise enforcement discretion”.31 Future 
regulation needs to consider the delicate balance between in-
novation and safety, so technology improvements can be made 
available to the public in a safe and cost-effective way.

Conclusion

Many innovations for improving medication management with 
consumer health technology are in development, but there are 
still significant challenges relating to adoption. Rigorous re-
search and sound clinical judgement are needed to move con-
sumer technology forward.
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